
Robert H. Schwaninger, Jr.

", I."""''',,,,,, in the District ofColumbia
**Not Licensed in the State afVirginia

S\Schwaninger & Associates, Inc.
J •. 6715 Little River Turnpike Suite 204

Annandale, Virginia 22003
Phone: 703 256-0637 Fax: 703 256-3578

Attorneys at Law

February 22, 2011

Marlene Dortch
Office of the Secretary
Federal Communications Commission
445 12th Street, Suite TW-A325
Washington, D.C. 20554

RE: CPNI Certification Filing
EB Docket 06-36
Clifford E. Bade
REF: EB-09-TC-196

Dear Sir or Madam:

We represent the interests of the above captioned licensee in its submission of the required CPNI
certification, in accord with 47 C.F.R. §64.2009(e); which certification and required policies are
associated herewith.

If there are any questions regarding this submission, please direct them to undersigned counsel.

Very trulYWi,yoms, ~

~ -~~t:r ~-
Robert H. Schwaninger, Jr.

RHS:tg



Annual 47 C.F.R. § 64.2009(e) CPN! Certification
EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2011

Date Completed: February 15,2011

Name of licensee: Clifford E. Bade

Licensee's FRN: 0003965514

Name of signatory: Clifford Bade

Title of signatory: Owner

I, Clifford Bade, certify that I am the licensee named above, and acting as an agent of the
licensee, that I have personal knowledge that the licensee has established operating procedures
that are adequate to ensure compliance with the Commission's CPNI rules. See 47 C.P.R.§
64.2001 et seq.

Attached to this certification is an accompanying statement explaining the licensee's
procedures to ensure that the it is in compliance with the requirements set forth in section
64.2001 et seq. of the Commission's rules.

The licensee has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission against data
brokers) against data brokers in the past year. At this time, the licensee does not have any
information to report with respect to the processes pretexters are using to attempt to access CPNI.

The licensee did not receive any customer complaint in the past year concerning the
unauthorized release of CPNI

Signed



CLIFFORD E. BADE
POLICIES FOR USE OF CPNI

The following policies are hereby established for the use of Customer Proprietary Network
Information (CPNI) in accord with the rules of the Federal Communications Commission
(FCC). All employees, agents, affiliates and subcontractors are bound by these policies
regarding the use and protection of customers' CPNI. Violations of these policies will
cause the violator to be subjected to disciplinary or remedial action at the discretion of
management.

1. A customer's CPNI may be employed internally for the purpose of offering our
existing customers additional services that we provide to the marketplace. Those
services must, however, be offered by us and not affiliated companies, unless such
use is approved by management to determine whether CPNI use is in accord with
FCC guidelines.

2. Customer approval is required for use of that customer's CPNI if we are offering a
different category of service from the one that the customer is presently receiving.
However, one can offer Customer Premises Equipment (mobiles, consoles,
portables) to deliver existing services that we are providing that customer, using that
customer's CPNI.

3. Under no circumstances will anyone track a customer's use of its CPNI to determine
whether that customer is contacting any competing provider of our services.

4. A Customer's CPNI can be used to protect that customer's safety of life or property;
to offer adjunct-to-basic services (e.g. call forwarding); or to participate in research
regarding the health effects related to the use of company-provided equipment.

5. When a customer's approval to employ its CPNI is required, the request should
normally be made in writing to be signed by the customer, however, oral approval
is permitted but will require the recipient of that approval to make specific record of
that approval including the date, time and identity of the customer representative
who provides such approval. All such records must be filed within our records and
be maintained for a period of not less than one year.

6. Any customer may revoke or limit its approval to our use of its CPNI. If this occurs,
the incident should be recorded and that record made a portion of our files.

7. Opt-in or Opt-out policies that allow customers to choose to have products and
services marketed to them by employment of their CPNI may be used by the
company at some future date. Such policies are not presently used. If used,
employees shall strictly adhere to all limitations and directions given for such
policies.



8. In the even that we market our products and services in cooperation with a joint
venturer or contractor, all such marketing using customers CPNI will not commence
until that joint venturer or contractor agrees, in writing, to be bound to fulfill those
obligations mandated under 47 C.F.R. §64.2007.

9. Prior to solicitation for customer approval to use their CPNI when such prior
approval is required, we will provide written notification to each such customer that
explains that the customer is not required to give such approval and records of such
notification will be maintained for at least one year. All such notifications must be
approved by management to determine that the notification complies with 47 C.F.R.
§64.2008.

10. These policies will be made available to all employees and fully explained to each
employee to assure that they understand the nature of CPNI and customers' rights
granted by the FCC.

11. Any use of CPNI as a portion of a marketing campaign will be fully recorded and the
documents recording each event, including the specific use, the services offered,
whether the services are offered by the company or an affiliate, and all other
relevant details of such use. Those records must be maintained by us for no less
than one year and will contain all information required under 47 C.F.R. §64.2009(c).

12. In the event of any complaint from a customer regarding use of its CPNI which the
customer deems improper, the employee that responds to that complaint shall make
a record of that complaint, including the means employed of addressing the
customer's concern, and that record will be maintained in the company's files for at
least one year. In the event that the problem arises due to circumstances
associated with an Opt-out program that are not mere anomalies, management
shall make notification to the FCC regarding such problems within five days of the
customer(s) reporting of such problems, in accord with 47 C.F.R. §64.2009.

13. In the event that the company requires training on the policies above, the employee
agrees to attend such training and be tested on any materials presented at such
training session.

The above policies shall be monitored for compliance by the owner, including periodic
overview of customer records to assure that all necessary notifications and other relevant
records are being maintained. A copy of this policy statement shall be distributed to each
employee and any questions arising out of future compliance with these policies shall be
communicated to Clifford E. Bade. In the event that any confusion arises regarding the
applicability or interpretation of any of the above policies, employees shall first
communicate such instance to owner for the purpose of future handling and will not, until
receiving further direction from management, disclose or use any customer's CPNI.
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47 CFR Ch. l(lQ-l-oS Edition)

fraudulent. abusive, or unlawful use of,
or subsCription to, such services,

[63 FR 20338. A.pr. 2'40, 1998"as amended at 64
FR 53264:, Oct, 1,1999:.67 FR.59211, Sept,20,
'Z002: 7ZFR3196Z.Junell.20071 .
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with the rules in t.hissubp~rtforou~, §64.201Q Smeguardsonthe disclo~
bouno.·.marketi!1g situatio~·.andrnain- ,of. ,·customer.proprietary 'network
tain recordsofcarriercompl,tancefor a information.' .. '. .' .....•..•...
rninirnumperiodp{one;year, Specifi~ (a) Safeguarding .CPNI. .Telecommuni-
cally,salespersonns[must ·obt.ain 5u-cations camers·rnuf,'ttak.e reasonable
pervisoryapprovalofanyproposed' 0";It- measu~esto discover' and .. protect
houn~.rn~ke!:ing.~~q1.17stf!Jr.·~custo~.er agains!:' attemp'tSto .• gain una~thorized
aP'Flrov<il. '" "" ."" ..••.••...'.<"<........ ........••. .••.... •.....• ...•........•..• .........• access .1:'0 .. CfNJ.... . Telecommtmicati°ns

(j;) ...A '.' .' telecorn.~unicatiqns cartier carriers .!1lust. propedya.uthenticatea
must have an officeI',a,sarlagentofthe cusr.omerpri9r1:ocii~t;1~singCPNl
carrl.·eT, sigI'l.• and •. fil.e .•witPFhe Cq!1l.. mis... hased ·oncustomer~initia.tedtelephone
sioDa.compliancecertificateon. an an' .com:act,onlil'l~.~cc0.m~.access,. qran
nua,i. basis,1"h~ .·officer.·.must ?tat~ .in in~sFo:-evisit ........•;. •..•....... '< ...••...........'
th rtif' t' til t h h h . (fj) Te1epnoneaccesstoCPNI.'Tele<­
••..•...~•• ~e... .lca. l(Jp •...·a .'.~Qr~· e .'.. asper~comm1Jnications,can:~etsmayqnly di~~

sona.1~awl~dgetl1atthe~orn.Panyh~ dose .'. call .. detail •.·.tflformatiOnQverth~
estapIish7doper~tingpt"o~eduresth:at telephon~,based ...on .' c:ustomer-irritiaJ:ed
are •.. ~~equater.ge~ure.·.compl.i~ce telephonecontact,ifthepustomerfirst
with, the rules .·t,nthis·subplirt,~he caf~ ~rovides .1;he•. c~n:'ier· witita.password,
riermustprovid'ea .statementaccqrn. .as described. iII' paragraph (e) of this
paIlying the9~rtificat:e>ex:plain.inghaw section,· .. th~t·. is •nat prompted .bythe
h:s .operating.procedur~ensurethat ...i~ caITieraslcingforreadilyayanablebiQ~
is 'or .is'I1otiri .' COrnPlLancs'Witht:hegraphicalirifopnatiOIl,QraCcount .in-

. rules. .•. inthissl.lbp8.r'\:•. ,IpadditioI1,p-re fornratiqn.lfY1ecu~torn~r'cioespot
'c.arr'ier m~t.incltldean •• ~planGlti9no/~< provide a •. passvyqrd, ·..·•.tfle.•. t~tecornmuni.~·
·anyactionstakenagainstdatabr9!;<.ers cations . carrier rn;ayonlydisdose< call
and asurnma.r')' of allcus~oITlercoTI}" 'detail informa~ion bysendingJt to~he
plail1'tSreceivedinthepa13tyea..pcon.· ,cusr;orner's ,·.addressof repord, .or ..... by
cerning • the .unatlthori:Z~dseleasepf ca.lling. tht:custo~erat. the telephone
Gl?N~,.1Ttisfilingmustbe.ITladearmu" Dl.lmbep.ofrecorci..·if•the •. customer is
al¥~yvit:h}ne.. EIlfqrcernentpureau.9Tl .abletqprovidecaU·det.ailinf0nnation
or befQreN1arcb.linE~DOc:Ket '~,o: ..Qf,Y-, .• to the teler;ommuriicatioTlS. caqierdur"
36,fordatapers~~ipgtpt!he:pre~ious'in~ a .... ctlstorper:' initiated call witho\l,t
calenclaryear.. ...•..•.. •.... ..• ........•..•...«' ti1e ·t:elecornrn~icationscaTTi7r;sas-
(f)GaI"ri~r~I'I1ustprovid~··.written:P:Q-sistano~.,thenthe ..te*ecomI11unica't:i0~'

ttce.witlliIlJiyebUl)in.es~.day§ .. t9. '. the carrier 'isperrnitteci.· ,to .'ciispus~·the.call
CommisSionQfan,)"instanOf:'W~eI"ethe detailimorrnCltiO:I'Lprovici~9 '. lWtil1e ·eus.,
opt~out .mechanismsr:l0no.t:\lVorkprqp- t0rrl~r... ((><•...•......•............ ..... i .................•.

erl¥.,to .' such··.'Cldegreethatcon~.l.ll'l}er;s' (9) .On1ipe. access itO· '. CPN..I.... 1A,t.¢le­
inabilitytQqPt~OU1:is ...• tnOre .•.tl"1ananfomrn~cations.ca,rrler must. authen-
anomaly.. . "'i'.">«, ·ticat~a cus~omer ·withou;t theus~ofm.The notic;e shaJ,l be ,in the form of readglf ·~vailablebiogra.phica1informfJ"
a letter,andshw.lincludethecarrier's ti0n,'pf:account .information, ';prior·Wq
rtimle. .·.~· .. d:~c!i.Pt~9n •Of .:t:he .. OPhot1~ ~llo'-VinWtI1ecustomeroI1nneacceS5t.o
mechan~rn{S)tlSed,theproblem(s) .··ex, ,qP~r~la1:ed~oa telecommunications
periencetl\ thereI'Iledyproposed and ~e~iceaccount.Qnc!; .a\lthenticated\.

. when. H:willbelwas implemented,the customerm~yon1yobtainonline
whether the relevantstatecommis.:.accesstoCPNl.related tOiatele<-

communications service account
sion{~)hasbeenI1otifiedandvvhether it . . . . .
hastakenanyact~on, ..·Ci-.copyqf theno- through. a 'passvrord,as desCrigeci in
tic.e.. ·provl.·d:d .to customers, and contact para,graph .(e) '.. of this .section, that is
information. not prompted by the carrier asking for

readily available biographical informa~
(2) Such notice must besubmitted tion, or account information.

even if the carrier offers other methods . (d) In.,srore access' to CPNI.. A tele~
by which consumers may.opt-'out. communications. carrier may disclose
I63FR 20338, Apr. 24. 1998. as amended at 64 CPNI toa customer who. ata carrier's
FR 33264. Oct. 1.1999; 67 FR59213,Sept.20, retail location,. first pr.esents to the
2002; 72 FR31962..lune8. ZOO7j telecommunications carrier or its
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§64.2Q11

agen.t·. a valid phm:o IDmatchingthe
customer 'saccountinfarmatiom

(e) Establi$hmeni of a Password and
Back-up Authentication Methoqs for Lost

,Or'· Forgotten Passwords. ]'0 .esr:ablisha
password, .,atelecommunicattonscar-'­
rier must authenticate the customer
W'ithout....th~use ••·of .• readily •• avallablebi­
ographit:ali!1formation,oraccountin,.
formatlon, •Telecommunications. car..

. riersmay .. create .. aback"up . customer
autlIenticationrnethodinthe event of
alastQr .forgott.enpassword,.but· such
back,.u,p .,custornerauthen.tication

, rnethodmay notprornptthecustomer'
for readi1yavail~blebiographiqClJinf0p­
mation, ·or account ·iriformation. If. a
cust.omer • cannot .pro¥ide thecoITect
password. or ·thecoITectresponse for
the. back..up .customer .·authentication
method,thecustomer rnustestablisha
neWPass'W0rd .•asd7scribedint~Para-
graph. •... . ..•'> ..... \:'

(fJNotifJcationqfaccountchan8es;
~elec0m.municatioI1Sc~eJ:'§WB1:it.. no­
t~c1.lSt0rIlers ..• imJ:!1ediately .'Vfhenevep
.a .PElSs'W0rd, .cus~omer response to a
bacbu,pmearu; <of authentication fq!'
last or forgottenpasswords,onlineac~
coun't,or address ofrecord is cr~a1:edor

changed...' Thisno'tificati:pntsnot. reo
quired . when ,thecustornerinitiates
service, .'.' including the selectionqf <:l.

passw.ord •. at service initiatioP',.This.nq­
tificati9P,. maybet:hrough ..••~,c¥Tief .. :
an.ginateq •v?icemail .'Of .. t~x;t .message
trpthe .telephonlenumber9frec~rd,.pr
py "mail toth~address gfrecord,and
'I'!1ust .. not. n~vealthechanged' iIlform~,.

tionprbe·• semtto '. thene;VI'accpuntin"
formation. '. ..•. ' ...........>'

(g) BusinesscLl$tomerexemptlon, Tele­
communications carriers ••• may .bind
themselves . contractually ,tpauthe:n~

~catic~m regimes .other·than·t:h0se .. de..
scribed in this section· for services they
proVide to their busmesscust0mers
that have both adedkatedaccount
representativeandacontraet that spe·
cifically addressest.he carriers 'protec­
tionofCPNl.

172 FR31962,. JuneB.2007)

§64.2011 Notification of customer pro-­
prie~rnetworkinformatioD seen­
rit:y breaches.

(a) A' telecommunications carrier
shall .. notify laweriforcement· of a
breach of it.s customers' CPNI as pro-

47 CFR ,Ch.1 (1Q-;1-D8 Edition)

videdin this section. The carrier shall
not notify in; customers or disclose the
breach publicly, whether voluntarily or
under state or loca.l1aw or these rules,
until it has completed the process of
notifying law \enforcement pursuant. to
paragraph .·(b)ofti1ts seetio,n.

(b) As soon \aspr~cticable,andin.no
event .later,t:hanseven.. (7) ...·.business
days. after reas?n~bledet:er!Tlination.of
the breach., •...• ilil; ·... ;elecoUlITIuntqations
cGlrrter shall. electronically notify .the
tInitecL•.•.State~ ..Secr~t: Ser"'lce•. (USSS)
and.theFederal:E>urea,u .of Investiga­

.tion (FB1) through a central reporting
facility •. Tl1eComrriission~ill ffiEiinta:in
a linK.to the·reporting.facilj'cy at http://
www.fcc.~ovleb/cpnL.' '"

(1)' No.twithstal1ding any state law.to
the contrary, thecarriershaf1 not no­
tifycus"t:omersordisc~9setlJeoreacht:o

thepublicurLtll . .., .. fllUbusinessdays
flavepassedafter potificatiopto . the
ljSSS.. and ...• "t!J.eF':61·'S'eceP7 .•~provid~d
i~paragrEtPhs(i:l)(4)·a,ndi·(b)(~Lqf ··this
section;'·iii/i·\ ....... / ..

(4)lftJ1~carrier.believesthatthereJs

a,h·•.. e~aordinariWurgent1'1ee9to no-,
tifyany class9fa:ff~c:t:e~,cust0n1ers.
sooner tfla+l·.. 0ti").eryviseaUoyved u!lder
Paragr~ph(bHJtqfthissectian; .' in
order to avoidimrnediate and .iITep.:

. arable. h.arm,ttshaU'~oindicatein its
notificat.ionandmaypr.oceedto ..irnme~
diatelynotify its <affecteq .cust~ITlers

on.iyafter •cons'llltationWitpt;h~ . rel­
~vantir"estigC3.ting.a~enqy..The carrier
shal1c~~perateWit~th~r~lev.8J'lt.in"
ve9tiga~ngagency'~request· tpmini­
mizeany adverse eff~ct.s .ofsuchcus­
tomer notificati9Il·'\,i ...•.. i·.. .. , ..'

(~) .. If the relevant investigating .ager)­
cyd:terrninesthatpublie: disdosure or·
notice to,cus~QIners would: .. impedeor

.comprOmise an ongoing .or. potential
criminal i llvestigatiopor.natiopal se­
curity. sucb agency ma:y. direetthecar­
rier not to so disclose or notify Foran
initial periqdofu,pt030 d~ys. SuChpe­
riod mC!:ybeeXi:endedby the ~gencyas

reasonably necessary in .the judgment
of the agency, If .such direction is
given; the agency shall. notify the car­
rier when it appears that public disclo­
sure or notice to affected customers
will no longer impede or compromise a,
criminal, investigation. Of. national se"
curity; Th~agency shall provide in
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